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The new design methodology for secret-key block ciphers, based on introducing an 
optimum number of pipeline stages inside of a cipher round is presented and evaluated. 
This methodology is applied to five well-known modern ciphers, Triple DES, Rijndael, RC6, 
Serpent, and Twofish, with the goal to first obtain the architecture with the optimum 
throughput to area ratio, and then the archjtecture with the highest possible throughput. 
All ciphers are modeled in VHDL, and implemented using Xilinx ... 

Keywords: AES, fast architectures, pipelining, secret-key ciphers 
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As we place more trust in our computer systems, we must continue to find more ways to 
make our systems deserving of that trust. Encryption is one of those ways. 
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In order to design an exceptionally efficient mix network, both asymptotically and in real 
terms, we develop the notion of almost entirely correct mixing, and propose a new mix 
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Java Cryptography 

Java Series (O'Reilly & Associates) 
by Knudsen, Jonathan. 

Publication: Cambridge ; Sebastopol, Calif. O'Reilly and Associates, 1998. 

Symmetric keys can be useful in applications like hard-disk file encryption, when the same pe 

encrypts and decrypts data. 'Asymmetric, or public key, ciphers use a pair of keys. The secrei 

used with a symmetric cipher for data encryption and decryption. 
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PGP: Pretty Good Privacy 

by Garfinkel, Simson. 

Publication: Sebastopol, CA O'Reilly and Associates, 1995. 

The second is that MailSafe's system for encoding binary data as ASCII has a simple error-cor 
system that can correct some kinds of transmission errors— an important feature for people v\ 
sending encrypted files by modem. 
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A Dictionary of Computing 

Oxford Paperback Reference 
by Illingworth, Valerie. 

Publication: Oxford ; New York Oxford University Press (UK), 1997. 

Algorithms exist to estimate values to be substituted for those that are missing, to allow the c 
be completed, mixed alphabet An ^'alphabet that has been subjected to a ^permutation for 
incorporation in an *encryption algorithm, usually to effect a substitution (see substitution cip 
mixed-base system See number system, mixed cipher A cipher that incorporates both nransp 
The * Data Encryption Standard is a mixed cipher, mixed logic A ^'digital design that includes : 
*positive and ^negative logic, mixed-radix system See number system. 
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